
DIRECTORATE OF DISTANCE EDUCATION 
NALSAR UNIVERSITY OF LAW, HYDERABAD 

 

Advanced Diploma in Cyber Security & Data Protection Laws 
 

Academic Year: 2023-2024   
 

First Semester Repeat Examination (June, 2024) 
 

Paper II - 1.1.2. Data Protection Laws in Foreign Jurisdictions 
 (US, UK, Canada, Singapore and European Union) 

 
Duration of the Examination: 2 ½ hours   Total Marks  : 70 marks  

INSTRUCTIONS TO CANDIDATES  
a) Read the instructions carefully and adhere to the same. 
b) Please mention your DDE ID No., date of the exam, name of the programme & 

subject on the Answer Sheet and the Additional Answer Sheets, if any.  
c) The questions to be interpreted as given and no clarification can be sought 

from the Invigilator.  
d) Clearly indicate the question numbers while answering them. Answers without 

question numbers / wrong question numbers will not be evaluated. 
e) Write the answers clearly and neatly. Answers in illegible handwriting will not 

be taken into consideration.  
f) Candidates are prohibited to carry phones or any other electronic devices, 

books, material etc. in the Examination Hall. 
g) Copying is strictly prohibited and is considered as a serious academic           

mis-conduct and the University will take action as it deems fit. 
 

Q.No. Question Marks 

1 
(a)   Distinguish and briefly explain the roles of a Data Controller, Data 
Processor and a Recipient of Personal data under GDPR. 
 
 

5 

  
(b)  What is “Right to Forget” and how does it differ from “Right to  
Correction and erasure” or “Right to withdraw consent” or “Right to 
prevent Automated Processing”. 

5 

    

  (c) Company A provides a payment gateway service. It also provides  
“Delivery of targeted advertising through multiple channels" as a 
service to its Business Customers delivered through multiple channels. 
Company B and C are its customers for the payment gateway 
services. 
 
Company B avails of the services for targeted advertising where by its 
ads are displayed on some third party websites such as C and in 
WhatsApp messages of Company C to its customers.  
 
An individual receiving the advertisement on the WhatsApp message 
requests for information on legal basis for delivery of advertisements to 
him through the WhatsApp message and requests confirmation of 
consent if any.  
 
Indicate the risks related to the non compliance of GDPR by C and the 
steps to be initiated by them including the recourse to claim 
compensation from Company B. 
  

10 

    

    

    

    

    

    

    

    



2 
(a)  Explain restrictions of Cross Border transfer of personal data under 
GDPR with reference to data transferred from and to EU Countries. 

5 

  
(b)  What are the instruments through which  Personal Data may be 
transferred out of EU 

5 

  
(c)  Company A in US organizes a tour for its US customers which 
includes the tour of Europe and India. 
 
Company B is a Travel Services management company based in Paris 
and manages the EU leg of the tour. 
 
Company C is a Travel Management company in India and handles 
the India leg of the tours.  
 
Three months after the tour, Company B receives a notice from a 
hacker that the data of the tourists would be released in the darkweb if 
a certain ransom is not paid.  
 
Discuss the liabilities of A, B and C in the context under GDPR and 
mutual recourses.  

10 

    

    

    

    

    

    

    

    

    

    

      

3 
(a) Discuss the structure of privacy laws in Canada in the context of 

some of the provinces having their own laws 
5 

  
(b) Discuss the provisions of Singapore’s Personal Data Protection 

Act with reference to Data Breach Notification. 
5 

  
(c) What are the pros and cons of USA not adopting a federal 

privacy laws in the context of existing federal sectoral laws such 
as HIPAA and the emerging Privacy laws of different States.  

10 

4 
Write Short notes on any two of the following  
 
a)  EU AI Act and its impact on GDPR 
b) Responsibilities of Data Protection Officer under GDPR  
c)  Importance of Register of Processing Activities under GDPR 
d)  Data Protection Impact Assessment  
 
 

10 

    

    

    

    

   
 


